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Why RegTech?
The changing risk landscape
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Expanding business risks
Multiple reputational, financial, regulatory and strategic risks



2017 US FCPA corporate actions include:

• Telia ($965M)
• Keppel Offshore & Marine Ltd. ($422M)
• SBM Offshore NV ($238M)
• Rolls Royce ($170M)
• Odebrecht ($93M)
• Sociedad Química y Minera de Chile SA ($30.5M)
• Biomet ($30M)
• Halliburton ($29.2M)
• Alere Inc ($13M)
• Cadbury Limited/Mondelez International ($13M)
• Orthofix International ($6M)
• Las Vegas Sands Corp ($7M)

US Enforcement Actions Concerning Bribery of Domestic 

and Foreign Officials by Industry 1977-2016

Global Enforcement Report 2016

TRACE International

SEC and DoJ Enforcement Actions: FCPA Cases US SEC and FCPA Blog

Regulatory risk
Focus on anti-bribery and corruption: US enforcement trends

“Comprehensive due diligence 
demonstrates a genuine 
commitment to uncovering and 
preventing FCPA violations”
A Resource Guide to the US Foreign Corrupt Practices Act
US DoJ, SEC 4



Total Enforcement Actions 

Concerning Bribery of 

Domestic and Foreign 

Officials by Industry

(Excluding the United 

States) 1977-2016

Global Enforcement Report 2016
TRACE International

Regulatory risk
Focus on anti-bribery and corruption: Non US enforcement trends
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Regulatory risk
Focus on impact of cross border allegations 

UK opens corruption
probe into Airbus jet sales
Reuters, 7 August, 2016

French authorities join the UK's
Serious Fraud Office in Airbus
fraud and corruption investigation
City AM, 17 March, 2017

Austria's defence ministry
to sue Airbus over alleged
corruption and bribery
Independent, 16 February, 2017

Airbus in Talks With U.S. 
Regulators About 
Compliance Violations
The Wall Street Journal, 31 October, 2017

Germany Investigates
Airbus Defense Deals in 
Saudi Arabia, Romania 
The Wall Street Journal, 3 December, 2014

Germany
2014

UK
2016

Austria
2017

France
2017

US
2017
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Regulatory risk
Focus on modern slavery risks in the supply chain

Key risks companies are focusing on

Risk areas companies are starting to focus on more

Corporate Leadership on Modern Slavery: How have companies 
responded to the UK Modern Slavery Act one year on?
Hult Research in partnership with the Ethical Trading Initiative 2016

Key barriers to companies addressing 
modern slavery

• Supply chain complexity
• Resources to support supplier 

improvements and due diligence
• Commercial priorities
• Cost and pricing pressures
• Transparency dilemmas

Corporate Leadership on Modern Slavery: How have companies 
responded to the UK Modern Slavery Act one year on?
Hult Research in partnership with the Ethical Trading Initiative 2016

Corporate Leadership on Modern Slavery: 
How have companies  responded to the UK Modern Slavery Act one year on?
Hult Research in partnership with the Ethical Trading Initiative 2016

“Due diligence processes and 
reporting are essential 
management tools that improve 
risk identification and long-term 
social, environmental as well as 
financial performance.”
Transparency in Supply Chains etc. - A practical guide
Guidance issued under section 54(9) of the Modern Slavery Act 2015
UK Government: Home Office 7



Regulatory risk
Focus on rapidly changing sanctions risks

CSE Global to pay $12 million to settle apparent 
violations of Iran sanctions: U.S.
Reuters, July 27, 2017

ZTE agrees to pay up to $1.2bn for
violating US sanctions
Financial Times, March 8, 2017

American Express Unit Fined Over
Cuba Sanctions Violations
Wall Street Journal Blog, November 17, 2017
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U.S. says Dentsply Sirona to pay $1.2 mln 
settlement over exports to Iran
Reuters, December 6, 2017TD Bank to settle over possible violations of Iran, 

Cuba sanctions rules: U.S. Treasury
Reuters, January 13, 2017

OFAC fines US Honda finance company for 
Canadian car exports to Cuba
WorldECR, June, 2017

AIG settles with US Treasury over alleged 
sanctions violations
Business Insurance, June 29, 2017

ExxonMobil hit with $2m penalty over Ukraine-
related sanctions
Financial Times, July 20, 2017

CBZ Bank hit with US$385m penalty
Zimbabwe Independent, October 27, 2017



Halliburton Hit for $29.2 Million in FCPA Case
CFO, July 27, 2017

Keppel Offshore to Pay $422 Million
to End Bribery Probe
Bloomberg, December 22, 2017

SBM Offshore settles US bribery case,
to pay $238 million
Reuters, November 29, 2017

SMEC hit by World Bank ban over allegations of 
misconduct in south Asian projects
ABC News, September 29, 2017

Rolls-Royce apologises after
£671m bribery settlement
BBC, January 16, 2017

Reputational risk
Avoiding the wrong kind of headlines

Telia to pay $965m to settle Uzbek bribery claims
Financial Times, September 21, 2017

Alere to pay more than $13 million
to resolve SEC probe 
Reuters, September 28, 2017
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U.S. judge approves $2.6 billion fine for 
Odebrecht in corruption case
Reuters, April 17, 2017



Judge dismisses lawsuit against
Wal-Mart over Mexico bribery scandal
Retail Dive, February 28, 2017

Brazil’s Petrobras settles suit with 
shareholder Vanguard over corruption 
losses 
The Wall Street Journal, 20 June,  2017

Sinovac to go private as bribery concerns
hint at investor class-action lawsuits
FierceBiotech, June 30, 2017

Rio Tinto Hit With Investor Suit 
Over Mozambique Coal Fraud
Law360, 24 October, 2017 Braskem, Investors Strike $10M

Deal In Corruption Suits
Law360, 14 September, 2017

Reputational risk
Shareholder class actions pursued for alleged regulatory misconduct

KBR Moves To Nix Shareholder 
Suit Over Fraud Investigation
Law360, December 5, 2017

Australia's CBA hit with class action suit
over money-laundering rule breaches
Reuters, October 9, 2017
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Petrobras to pay $2.95 bln
In U.S. class action
Reuters, 3 January, 2018



Strategic risk
An expanding set of market risks

Bribery and Corruption

Corruption Perceptions Index (January 2017)
Transparency International 

Modern Slavery

High risk
The Global Slavery Index 2016
Walk Free Foundation

Real GDP Growth

IMF DataMapper (October 2017)

EU Sanctions

Estonian Chamber of Commerce and Industry(November 2017)
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Apologies: this image is not 
available for distribution 

purposes



Strategic risk
Towards global standards on Environmental, Social and Governance reporting
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The leading global ESG frameworks

Revealing the full picture. Your guide to ESG reporting
Guidance for issuers on the integration of ESG into investor reporting and communication
London Stock Exchange Group

United Nations



Strategic risk
Towards global standards on Environmental, Social and Governance reporting
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Revealing the full picture. Your guide to ESG reporting
Guidance for issuers on the integration of ESG into investor reporting and communication
London Stock Exchange Group



Communication
And

Training

Inefficient processes 
impacting business 

execution

Higher
regulatory

compliance
costs
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Increasing compliance burden
RegTech drivers

Siloed legacy systems

Lack of  skilled due 
diligence analysts

Entity due 
diligence 

and monitoring 
burden

increases

Relentless 
regulatory, financial, 

reputational and
strategic risks driving

enforcement



The changing risk landscape
The RegTech response



Efficiency and collaboration
Technology that allows more efficient methods of sharing information 

Feedback Statement: Call for input on supporting the development and adopters of RegTech
(Financial Conduct Authority, July 2016)

Alternative reporting methods
Technology that allows data to be provided (or taken) in a different way. 

The cloud/cloud computing
Remote servers and software networks that allow centralised data storage 
and online access to computer services and resources. On-demand 
computing services delivered over the Internet. 

Online platforms
Technology that helps different parties communicate.

Shared utilities
Technology that allows firms to share services (such as a Know Your 
Customer utility) via the cloud and/or online platforms. Shared solutions can 
reduce the burden and regulatory costs for the industry by increasing 
scalability and flexibility. 
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RegTech
Primary themes



Semantic tech and data point models 
Technology that converts regulatory text into a programming language 

Application Programme Interface (API) 
The programming that enables computer programmes and software to directly 
communicate with one another. Technology that allows systems to interact 
consistently, in this case over the internet. 

Shared data ontology 
A formal naming and definition of the types, properties, and interrelationships 
of entities. 

Robo-Handbook 
A more interactive FCA Handbook better tailored to the firm’s permissions could 
make compliance and reporting requirements clearer. 

Integrate, standardise and understand 
Technology that drives efficiencies by closing the gap between intention and 
interpretation 

Feedback Statement: Call for input on supporting the development and adopters of RegTech
(Financial Conduct Authority, July 2016)
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RegTech
Primary themes



Big data
Refers to both the information that companies hold, as well as the activity logs
that take place on their systems.

Big data analytics
Advanced analytics solutions that can interpret vast amounts of structured and
unstructured data that could be stored in ‘data lakes’ (storage repositories).

Modelling/visualisation technology
Technology that allows the simulation of actions and interactions to assess their
effects on the system as a whole.

Risk and compliance monitoring
Technology that allows an always-on, non-invasive surveillance of transactions,
behaviour and communications.

Machine learning and cognitive technology
Computer systems that can learn from algorithms as opposed to simply being
programmed to do certain tasks. Technology that learns from data and pattern
recognition to refactor / change algorithms (e.g. artificial intelligence).

Predict, learn and simplify 
Technology that simplifies data, allows better decision making and the creation of adaptive automation 

Feedback Statement: Call for input on supporting the development and adopters of RegTech
(Financial Conduct Authority, July 2016)
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RegTech
Primary themes



Blockchain/distributed ledger 
A distributed database that maintains a continuously growing list of data hardened 
against tampering and revision. It consists of data structured in blocks that are linked. 
This securely records and encrypts verified data that can be safely shared across a 
network held in a distributed database. 

Biometrics
Technology that measures and analyses people’s physical and behavioural 
characteristics. 

Inbuilt compliance
Regulatory requirements can be coded into automated rules applied when relevant. 

System monitoring and visualisation
Technology that captures and traces all messages created by systems and their 
interactions. Technology that allows an always-on, non-invasive surveillance of 
transactions, behaviour and communications in financial services firms. 

New directions 
Technology that allows regulation and compliance processes to be looked at differently 

Feedback Statement: Call for input on supporting the development and adopters of RegTech
(Financial Conduct Authority, July 2016)

19

RegTech
Primary themes



Entity Due Diligence and Monitoring
UK Financial Conduct Authority Regulatory Sandbox



FCA Sandbox
Background

21Regulatory sandbox (November, 2015) and Regulatory sandbox lessons learned report (October, 2017)
(Financial Conduct Authority)

Objectives
• Allows firms to test innovative 

products, services and business 
models in a live market 
environment, while ensuring that 
appropriate safeguards are in 
place

• Promotes effective competition in 
the interests of consumers

Benefits
• Reducing the time and, 

potentially, the cost of getting 
innovative ideas to market

• Enabling greater access to 
finance for innovators

• Enabling more products to be 
tested and, thus, potentially 
introduced to the market

• Allowing the FCA to work 
with innovators to ensure 
that appropriate consumer 
protection safeguards are 
built in to their new products 
and services

Criteria for selection
• Firm in scope
• Genuine innovation
• Consumer benefit
• Need for sandbox
• Background research



FCA Sandbox
How it works
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Regulatory sandbox (November 2015)

(Financial Conduct Authority)



FCA Sandbox
Timeline
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2017

Cohort 3 FCA accepts 18 applications for sandbox development and testing

Lessons Learned FCA publishes regulatory sandbox lessons learned report

Cohort 2 FCA accepts 31 applications for sandbox development and testing

2016

Cohort 1 FCA accepts 24 applications for sandbox development and testing

Guidance FCA publishes FG 16/5 - Guidance for firms outsourcing to the ‘cloud’ and other third-party IT services

Feedback Statement FCA report summary of key RegTech themes and next steps from Call for Input

Regulatory Sandbox FCA launches regulatory sandbox to allow businesses to test out new, innovative financial services 
without all the normal regulatory consequences of engaging in those activities

2015

Call for Input FCA Call for Input to learn about specific RegTech rules and policies

HM Treasury Call for regulators to engage with RegTech and FinTech by the Chancellor in the March 2015 Budget.

Fintech Futures UK Government Office for Science publishes review on how to support growth and development of 
the UK’s FinTech market

2014
Project Innovate and 
Innovation Hub

FCA launches Project Innovate and Innovation Hub

Progress
• Around 90% of firms that completed testing in the first cohort have progressed towards a wider market launch.
• At least 40% of firms which tested in the first cohort of the sandbox received investment either during or following their sandbox 

tests.
• Firms have used sandbox tests to assess commercial viability and how receptive consumers are to pricing strategies, 

communication channels, business models and the technologies themselves.

Regulatory sandbox lessons learned report (October, 2017)
(Financial Conduct Authority)

https://www.fca.org.uk/news/press-releases/fca-reveals-next-round-successful-firms-its-regulatory-sandbox
https://www.fca.org.uk/publication/research-and-data/regulatory-sandbox-lessons-learned-report.pdf
https://www.fca.org.uk/news/press-releases/financial-conduct-authority-provides-update-regulatory-sandbox
https://www.fca.org.uk/news/press-releases/financial-conduct-authority-unveils-successful-sandbox-firms-second-anniversary
https://www.fca.org.uk/publication/finalised-guidance/fg16-5.pdf
Feedback Statement on our RegTech Call for Input
https://www.fca.org.uk/publication/research/regulatory-sandbox.pdf
Call for Input to learn about specific rules and policies
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/416330/47881_Budget_2015_Web_Accessible.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/413095/gs-15-3-fintech-futures.pdf
https://www.fca.org.uk/firms/fca-innovate
https://www.fca.org.uk/news/press-releases/innovation-hub-now-open-business-says-fca


Entity Due Diligence and Monitoring
RegTech risks



RegTech
Challenges
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New Technologies and Anti-Money Laundering Compliance  (March 2017) (Financial Conduct Authority), Business Plan 2017/18 (April 2017) (Financial Conduct Authority), FinTech Futures, The 
UK as a World Leader in Financial Technologies  (March 2015) (Government Office for Science )

Regulatory Challenges
• UK regulatory framework robust enough to ensure RegTech safety including consumer protection, data 

privacy and security while being flexible enough to support rapidly evolving innovation and growth
• UK regulatory framework aligned to associated standards in other global markets
• Providing and maintaining official industry guidance in a fast changing market
• Ensuring firms continue to mitigate the regulatory risks of reliance on third-party systems and controls 
• Innovation is used as a pretext for non-compliance.
• Technology businesses new to the financial sector do not understand their regulatory responsibilities

Adoption Challenges
• Integration/phasing in new technology alongside legacy systems is often a significant challenge
• Poor data quality of banking institutions could significantly limit the effectiveness of a number of new 

technology areas
• Increasing focus on data protection legislation globally (particularly GDPR) makes sharing customer data with 

any third party difficult
• Securing budget and additional investment in operational compliance areas not considered a priority 
• Reluctance/risk aversion of regulated firms to be the first adopters and preferring investment in proven 

capabilities

Social Challenges
• Risk of impact on financial services workforce as RegTech increasingly automates and replaces manual 

tasks 
• Risk of financial and social exclusion for vulnerable groups who do not have the access or skills to 

harness online services or protect themselves effectively from fraud and exploitation



RegTech
Back to basics
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Checklist
1. Set clear requirements and objectives and define ROI
2. Try before you buy (trial/test/compare/benchmark)
3. Prepare for change (scaleable, flexible tech/integration)
4. Leverage integration and customisation options
5. Consider level of IT commitment needed 
6. Consider local language availability 
7. Ensure sufficient training and support available
8. Generate management intelligence and audit data
9. Build in regular reviews with business stakeholders
10. Build in regular reviews with vendors

Pick up your takeaway checklist from our stand!

Third-party due diligence
Work towards a consistent and efficient due diligence process



We help our customers mitigate business risks, meet their strategic 
goals and regulatory requirements. 

Find the information you need on people, companies and countries 
with interconnected and flexible product modules aligned to the 
customer workflow including:

• PEP, watch list and negative news screening
• Enhanced due diligence and reporting
• Media monitoring of supply-chain and third-party risk (PESTLE)
• Outsourced due diligence, compliance and risk advisory
• Content integration and data feeds (APIs) into proprietary systems

Contact us for a free trial or demonstration of our compliance and due diligence solutions:

0207 400 2809 / www.bis.lexisnexis.co.uk / mark.dunn@lexisnexis.co.uk

LexisNexis Business Insight Solutions


