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1. What do we do?
1ISignthis automates AML/CTF KYC and transaction processing

iISignthis Ltd is an EEA authorised EMI/MFI which automatesAML/CTF Enhanced Due Diligence KYC &
transaction monitoring via its payments and i de]
regulated sector businesses including:

A Financial Institutions, Ainsurance providers,
A banks, lending, crowdfunding, pension funds, Areal estate,
A securities / equities, A digital currency platforms,
A FX, CFD, binaries, and futures traders, A eWallets, Fintech,
Agami ng, wagering, betti nd pthecAMs/Patriot’Obligated businesses, and
A money services businesses, A Ourselves, as an EU regulated Monetary Financial
A payment service providers, Institution!
GDPR READY sonse B8 O ECSG
i s e CFURT Mastercard Lo, i ion wember

UK ICO # ZA217768 CBC # 116.1.3.17 Principal Member
ISIGNTHIS EMONEY LTD p Board Member
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2. The EU Identity and Payment Landscape

GDPR

K- Risk Based Approach  Strong Customer

» CDD/EDD Authentication

» Tx Monitoring * Liability Shift Principle

* 2017 MLRs & JMLSG « SDD / EDD

* XS2A

N
~

EBA/ECB
SecuRePay
& RTS

* One Leg Out
* Risk Based Threshold

» eWallet impact
* Liability Shift Means
N

* EU ID Harmonization
» Advanced e-signature
« EDD <> AES

Privacy
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3. PSD2 Regulatory evolution is driving change
A4AMLD and PSD2require a more rigorous approach to IDV & Authentication

PSD2 & transactional payment processingauthentication
A PSD2 is technological and business case neutral this is a central tenet of the directive.

A All online payments> € 3 0 r te gndergo $trdng Customer Authentication (SCA) using a
method of Two Factor Authentication (2FA)tobel i nked t 0o t h@arr€edaiduiotl Ece8ee1) O W N ¢

A SCA does not necessarily mean 3DSecure! Other options available. PSD2 Liability Shift is via ECB
Govel’nance framework Of Card SChemeS(SeeSecurityoflPayments KC7.6 & ECB Card Governance Framework)

A SCA not required for MOTO (see EBA RTS Comments [73])

A Theuse of 2FAwithout proving a persons identity first, is known as Strong Authentication (SA) — this
Is commonly used by some tech companies and is not compliant under the current PSD2

regu lations. (See PSD2 Article 4, (29) & (30), EBA RTS Comments [1] and [274])
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4. PSD2Requlatory evolution is driving change
AAMLD and PSD2are requiring a more rigorous approach

PSD2 & transactional payment processingauthentication

A The risk based approach allowed for by the EBA in its RTS at Article 16are setbetween 0.13%
fraud on € 100 average to 0.01% to €500 averas

apply.

A The risk based approach allowed for by the EBA in its RTS is farcical, and was a late addition to the
RTS based upon industry |l obbying. The fraud r ¢
Wl” Slmply apply SCA rather than r|Sk ||ab|||ty (See ECB ¥ Card Fraud report—.57% / 0.45% is more likely when 3DS not applied)

A One leg out transactions will present a massive challenge for Payment Service Providers (PSPs) to
overcome. Verifying transactions of cards issued outside the EEA, when 3DSecure is not available
will cause massive abandonment, as PSP unlikely to accept liabilitykrs rationale [16] and comments [295], Fca Daft PSR

Guidance)
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5. 4AMLD / 2017 MLR's Est

Three main accepted meansto perform enhanced due diligence Know Your Customer (KYC), all of
which rely on banking or government (original) sources .

l-

e Electronic Databases
Face to Face Certified Documents » Limited reach
» High friction ?» Time consuming *Decisasig mat.ch rate:m
: (5to 21 working days) » Not good practice for < 2014 JMLSG at
- Hll)gah;:ustomcter L oW Conversions Requires other means 5.3.71 or 2017
axanconmen (eg verified payment) JMLSG at 5.3.89/90.
~— — — —ae . _ ° *— _ — — — s
1. Community 2. Intracity 3. Country
[ ] o900
¥ 9% 111
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6. Cyseg Austrac & UK JMLSG Requirements

Satisfying Regulations:

A Proof of D Either Doc Uploads or Electronic
B residence ‘e .
Verification AND one of the second
' EQ Proof of ID line.
Document OR Electronic By verifying payment, we confirm:
uploads verification a) Source of funds

| | b) that funding is available
| c) Instantly for cards or within 2
AND business days for SWIFT/SEPA :
| completing enhanced CDD of

| | | | customer whilst onboarding

customer and taking payment!
d Paydentity™ incor j
_ issued credit and debit cards, as
they are not only the leading

Verified Y Verified Verified Notorised online payment source, but also
payment ° fixedphone °"  banksignin  *°" documents the largest single source of KYC
data accessible globally.
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7. 2017 Revised JMLSG Remote Customer

A 5.3.90 Theadditional verification check may consist of robust anti-fraud checks that the firm routinely
undertakes as part of its existing procedures, or may include:

A requiring the first payment to be carried out through an account 1in t he cu
regulated credit institution, or an assessed low risk jurisdiction;

Averifying additional aspects of the customer’'s ident

A telephone contact with the customer prior to opening the account on a home or business number which has
been verified (electronically or otherwise), or a “mw
permitted, using it to verify additional aspects of personal identity information that have been previously
provided during the setting up of the account;

A communicating with the customer at an address that has been verified (such communication may take the
form of a direct mailing of account opening documentation to him, which, in full or in part, is required to
be returned completed or acknowledged without alteration);

A requiring copy documents to be certified by an appropriate person.
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7. 2017 Revised JMLSG Remote Customer

5.3.89 Whereidentity is verified electronically, [or] copy documents are
used, or the customer is not physically present, a firm should apply an
additional verification check to manage the risk of impersonation fraud.
In this regard, firms should consider:

verifying with the customer additional aspects of his identity (or
biometric data) which are held electronically; or

requesting the applicant to confirm a secret code or PIN , or biometric
factor, that links him/her incontrovertibly to the claimed electronic/digital
identity —such codes,PINs or other secret data may be set up within
the electronic/digital identity, or may be supplied to a verified mobile
phone, or through a verified bank account , on a one-time basis, or

following the guidance in paragraph 5.3.90.
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8 . ""Recency’ of dat a

What detensy’ "mean? | n practice? Fr27om a regul a

CySecg June 2016, Appendix 1V, paragraph c:
Electronic databases provide access to information referred to both present and past situations showing
that the person really exists and providing both positive information and negative information.

and
electronic databases include a wide range of sources with information from different time periods with

real-time update and trigger alerts when important data alter.

Austrac Regulations :
Rule 4.10.2( ¢ how thé data is kept up-to-date;”

2017 Revised UK JMLSG :

5351“ f or example, iIin relation to data sources wused, or
5352 The i nformation maintained should be kepdrreup to d:
verificaton-of di fferent aspects of it should not be ol der t
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9. Lets look at Electronic Verification— UK+AUS style—
Historic Credit Reference File

JOAN LOUISE SMITH veda >
REFERENCE: PAS 1234567
Personal Information Financial Account — Express Bank

Identity Details

Name: Joan Louise Smith Name of Provider

AKA (Also Known As) Joan Louise Harrison

Consumer Credit Liability Information

EXPRESS BANK

Account Type Credit Card
Date of Birth: 15 Jan 1975 Account Number EPB0O075
Gender: Female Account Open Date 11 Apr 2013

12364578

5 Tree Avenue RANDWICK NSW 203
1/63 View Street CURL CURL NSW 2096 Term Type Revolving
29/90 Fuller Street KENSINGTON NSW 2033
10 Beach Street MOOLOOLABA QLD 4557

EASTFIELD PRIMARY SCHOOL Relationship
THE DEPARTMENT STORE

Driver’s Licence Number:
Loan Payment Method

Address History:
Term of Loan Unspecified

ipal’s Account (sole or joint borrower)

Employment History:

Secured or Unsecured Unsecured

Balance Limit $10,000

Closed Date
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O . DNA of a ‘' Real t 1 me'’

Card DNA
DEVICE DATA EXTERNAL REFERENCES AUTHENTICATION + VALIDATION
(Finger Print, IMSI, (Government database, (Geodata, Device Data, SAD,
CPE, Language, 0S) Credit reference) Phone Number, SMS, HLR Records)

PAYMENT DATA NETWORK DATA
(Merchant, Acquirer,(Card Details (IP Address, Carrier, Channel,
Name, Amount, Place, IIN Data<+TCoun- Route, HLR Location)

) DV _NDATA

(Address, Phone, Email

VI, SOCTacviedld
try oransaction History)

Swift / SEPA DNA : Originating Bank, Name, Amount, Currency Shared with CR@
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10. Cards— The Largest Payment & KYC Source

Purchase Transactions on Global Cards
in 2015 (BIl.)

Market Share

140
126.1

120

100 m Visa

= MasterCard

80 m Visa

UnionPay

59.7 m MasterCard
60 m UnionPay = the rest
Amex
40 29
mJCB
20 . .
7.3 m Diners/Discover
28 2.2
0 —
A.\%’b G Q}b be* @Q;F \<b

T A 9.5Bn cards on issue, globally
@ <
SN S S _ S A According to Nilson, 3.5Bn are unique
& S O
N .QQ,@\ A McKinsey estimates that 51% of
> “ b a n k-eadrésponding also to ~3.5Bn persons.
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11. World Population — 62% Banked / 38% Unbanked, with CRA
Data accessible for ~ 9%

@ Financially Included (banked)

62% of the world's population are banked,
making ‘bankverified personsthe largest
electronically accessible ‘reliable and
independent’ source of KYC data.

@ Data Brokers Circa

Data brokers can only identify Circa 9% of the
world’s population, providing merchants with
a limited reach and low conversion rates

@ Unbanked

38% of the world’'s population don't have a
bank account and are unable to pay for
services via a electronic payment, credit or
debit card.

Source: Workibank 2018 Fndex, Mt/ M aaopics world bankorg Minancal mcuson
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12. Veri fying a Customer throu

5.3.89 Where identity is verified electronically, [or] copy documents are used, or the
customer is not physically presenté é é..

requesting the applicant to confirm a secret code or PIN, or biometric factor, that links him/her
incontrovertibly to the claimed electronic/digital identity — such codes, PINs or othersecret data
may be set up within the electronic/digital identity, or may be supplied to a verified mobile
phone, or through a verified bank account,  on a one-time basis, or following the guidance in
paragraph 5.3.90.

Commentary

What ' s a ‘verified’ mobil e phone?

The UK has no register of owners of mobiles,

purchasing prepaid does not require ID,

sending a SMS proves— what?

Even countries like Germany that require ID to purchase have difficult access to register of
ownership

China has a register of owners of phone.but you’'d expect that.

Bank and Credit Cards— several methods (many patented) exist to verify — beware of their use!
Eg Paypal https:// www.epo.org/law-practice/case-law-appeals/recent/t090844eul.html

%‘MLROSW | ¥Signthis’ | YOUR COMPLETE IDENTITY AND PAYMENT SOLUTION 14



https://www.epo.org/law-practice/case-law-appeals/recent/t090844eu1.html

12. Examples of Creating Dynamic Secrets to satisfy Key parts
of 2017 JIMLSG & PSD2 SCA Registration

Example:

P payPal m Bank Statement

= Myaccount B e e R M aSte rCard/M aeSt ro XXXX_XXXX_XXXX_4699 Deta | | s
Overview Add Funds Withdraw  History  Resolution Centre  Profile
Complete bank confirmation for your security We made a small charge to your card. The charge created a 4-digit code that can be found on your card statement. Merchant name £10.00
PayPal made two small deposits to your bank account. Please enter the amounts exactly as they appear on your bank statement. This To begin using your card with PayPal, please enter below the 4-digit code we sent to your card.
process ensures that you are the owner of this account.
Bank account:  Westpac, x-5625- Deposits Sent 2 December 2014 Sample card statement
Depositamounts:  $0.15 | AUD (2 digits) DATE DESCRIPTION AMOUNT
01/08/2012 PP* (1234] CODE 1.00

$0. 03| AUD (2 digits)

VA AVAAAAAAAAAAAAAAAA

Once you complete this process, you can make instant PayPal payments funded with your bank.
Sample PayPal code: 1234

| HowtoC plete Bank Confi

Armount : / s0. ) \ 4-digit code ‘
. »r $0.vv| | 3
2:F B / LN — /
i — . ‘1%
PayPal Bank Statement PayPal Website P P
1. This step is complete. 2. Look up the amounts 3. Enter the two deposit ay a’

Wait three to five days online, check them by amounts after logging
for the deposits to phone or on your bank in to PayPal.
‘appear in your bank statement.
account.
Submit ] Cancel |

Mobile | Mass Pay | About Us | Accounts | Fees | Privacy | Security | Contact | Legal | Developers |
i Financial Servi ide and Product Disclosure Statement

EQ

1234x1=[1234]

SP 1$10.00
I_Iﬁ

Caution, Patents Applicable : iSignthis patents apply to creating a secret via Equation Anagram,
Word to Match to Picture or divide payments

US6032863, US8131617, US7588181, US8805738, US7765153
US8620810, CA2791752A1, CN102812480A, EP2553642A1, US20120323791, US20140222677,

$3.60 + $6.40

AU2012261779, AU2011235612 AU2010100533, ZA2012/06455, SG201206342,
WO02011120098A1
NB : Paypal I nc holds European and US patents on random “micro deposits” to an account and

random secret inserted into descriptor.
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13. Real Time Analytics- Screening and Reporting

0S & Language
Payment Data

Cellular Date incl.
Roaming Iocatlon

+ network
—
— ~
CRA, Electoral, Mortality Databases
Geolocation PEP & Sanctions Lists Screening/ reporting
o|P (UK HM Treasury, EU CSDP, US OFAC, AU DFAT, UN.)

*GPS Watchlists : Interpol, Europol, FBI, DEA, MW Lists
*Browser
.

A9 @

| (e |
Address Card Scheme Device
Validation API's Data
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| 14. Questions you should be considering

For your PSP under the PSD2:

A Will your PSP impose 3D Secure on all transactions?

A HowwillyourPSPs at i sfy the *‘one | gaycao acteptcards fjomioutseletbent s, s o
EER

For your KYC Electronic Verification Provider

How is 2+2 achieved outside the UK and Australia?

What dynamic/real time element iIs used to satisfy
What are your ‘reliable and independent’
Who are these sources shared with and are theyregistered with ICO equivalent?

How often are they updated, and how are you alerted if they are / are not?

To o Do Do I»

Where document uploading is used

A Uploaded Copy documents are not sufficient by themselves to satisfy UK, Australia, Cyprus, US or any
EU regulatory regime for CDD- how do you verify to an enhanced due diligence standard per
AAMLD/IMLSG/CySeetc?
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Questions?

AiSignthis Ltd (ASX:ISX / FRA : TA8)
ASWIFT/BIC : ISMCY21
AContact @ iSignthis.com



